MICROSOFT TRAINING

Azure ldentity Course Workshop

Master Azure Active Directory and secure cloud environments in this workshop. Gain practical
skills to manage identities and access.

DURATION LEVEL FORMAT
2 hours Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

This intensive 2-hour Azure Identity Course Workshop, presented by Computer Pride, is meticulously designed for IT
professionals seeking to master the fundamentals of identity and access management within the Microsoft Azure
ecosystem. In today's cloud-first world, robust identity security is paramount for protecting organizational resources and
data. This workshop provides a concise yet comprehensive dive into Azure Active Directory (Azure AD), the cornerstone of
Microsoft's cloud identity platform, equipping you with essential skills to manage users, groups, devices, and secure
authentication methods.

Participants will gain practical insights into implementing Multi-Factor Authentication (MFA), configuring Conditional Access
policies to enforce granular security, and understanding the principles of identity protection. Through focused discussions
and practical demonstrations, you will learn how to enhance your organization's security posture, streamline access
management, and ensure compliance in a dynamic cloud environment. This workshop is your stepping stone towards
becoming proficient in managing modern cloud identities, making you an invaluable asset in any organization leveraging
Azure services.

Duration 2 hours
Level Intermediate
Vendor Microsoft

I COURSE CURRICULUM

01 Understanding Azure Active Directory Fundamentals

- Introduction to Azure AD vs. On-premises AD
- Azure AD Tenants, Subscriptions, and Directories
- Core components and services of Azure AD

Q2 User, Group, and Device Management

- Creating and managing users and groups
- Implementing administrative units
- Registering and joining devices to Azure AD

03 Implementing Secure Authentication

- Configuring Multi-Factor Authentication (MFA)
- Understanding passwordless authentication options (e.g., FIDO2, Windows Hello for Business)
- Password policies and self-service password reset

04 Enforcing Access with Conditional Access Policies

- Introduction to Conditional Access framework
- Designing and implementing Conditional Access policies
- Using session controls and access grants

05 Introduction to Azure AD Identity Protection

- Detecting risky users and sign-ins
- Configuring risk policies
- Reviewing audit and sign-in logs
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I CAREER PATHWAYS

Graduates of this program are prepared for the following roles:

> Junior Cloud Administrator (Azure Focus)
> |dentity and Access Management (IAM) Specialist

> |T Security Analyst (Cloud Operations)

I FREQUENTLY ASKED QUESTIONS

Q: What foundational knowledge or prerequisites are recommended before attending this Azure Identity
Course Workshop?

While this is an intermediate workshop, attendees will benefit most if they have a basic understanding of general IT
networking concepts, fundamental Windows Server Active Directory principles, and some exposure to cloud computing
concepts, ideally with Microsoft Azure. This workshop is designed to build upon that basic familiarity to quickly get you up
to speed on Azure-specific identity management.

Q: How will the skills learned in this 2-hour workshop directly contribute to securing my organization's
cloud environment?

This workshop is highly practical, focusing on immediate application. You'll learn to implement critical security features like
Multi-Factor Authentication (MFA) and design Conditional Access policies. These skills are directly transferable, enabling
you to significantly reduce the risk of unauthorized access, enforce compliance, and protect sensitive organizational data
and resources hosted within Azure, thereby strengthening your overall cloud security posture.

Q: Is this workshop suitable for individuals preparing for Microsoft Azure identity-related certifications,
and what would be the next steps?

Yes, this workshop provides an excellent foundational understanding of core Azure Identity concepts crucial for
certifications such as the AZ-104 (Azure Administrator Associate) or specifically the AZ-500 (Azure Security
Technologies). While not a full certification prep course, it covers key identity management domains. After this workshop,
you would typically delve deeper into advanced topics like hybrid identity, identity governance, and more complex
Conditional Access scenarios, potentially through our longer certification courses.

I ABOUT COMPUTER PRIDE

< .0..’ East Africa’'s Premier IT Training Center
computerpride

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors
have empowered thousands of professionals across East Africa.

15+ 10,000+ 50+

www.computer-pride.co.ke 3/4



( o Azure ldentity Course Workshop
L )
computerpride

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.

1st Flir, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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