EC-COUNCIL TRAINING

Computer Hacking Forensic
Investigator v11 (CHFI)

Earn the CHFI v11 certification. Master digital forensics, memory analysis, web and cloud
investigation, and anti-forensics defense across 15 modules.

DURATION LEVEL FORMAT

40 hours (5 Days) Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

Comprehensive digital forensics certification providing the legal and technical skills to gather, analyze, and present

admissible digital evidence.

Duration 40 hours (5 Days)
Level Intermediate
Vendor EC-Council
Exam Code 312-49

I COURSE CURRICULUM

01 Computer Forensics in Today's World

02

03

04

05

06

07

08

09

- Forensics Fundamentals
- Legal Admissibility of Evidence

Computer Forensics Investigation Process

- Chain of Custody
- Evidence Search & Seizure

Understanding Hard Disks and File Systems

- NTFS, FAT, ext4 Architecture
- Disk Partitioning

Data Acquisition and Duplication
- Bit-Stream Imaging
- Forensic Duplication Tools

Defeating Anti-Forensics Techniques

- Steganography Analysis
- Data Hiding & Wiping Detection

Windows Forensics

- Registry & Event Log Analysis
- RAM & Volatility Forensics

Linux and Mac Forensics

- Linux Log Analysis
- Mac Artifact Investigation

Network Forensics

- Packet Capture Investigation
- Router & Firewall Log Forensics

Investigating Web Attacks

- IS & Apache Log Analysis
- Web Exploit Tracing
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10 Dark Web Forensics

Tor & Onion Routing Forensics
Cryptocurrency Tracking

11 Cloud Forensics

AWS/Azure Log Acquisition
Cloud Artifact Analysis

12 Email and Social Media Forensics

Email Header Analysis
Social Media Artifact Tracing

13 Malware Forensics

Static & Dynamic Malware Analysis
Reverse Engineering Basics

14 Mobile Forensics

Android & iOS Physical Extraction
SIM & App Artifacts

15 loT Forensics

loT Firmware Dump Analysis
Sensor & Gateway Forensics

I FREQUENTLY ASKED QUESTIONS

Q: What is the duration of CHFI v11 course?

CHFI v11 is a 40-hour hands-on training course delivered over 5 days.

I ABOUT COMPUTER PRIDE

‘ .0'.' East Africa’'s Premier IT Training Center
computerpride

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors
have empowered thousands of professionals across East Africa.

15+ 10,000+ 50+

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.
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1st Flr, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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