
EC-COUNCIL  TRAINING

Certified Penetration Testing 
Professional (CPENT)
Achieve CPENT – the ultimate hands-on pentesting credential. Master double pivoting, binary 

exploitation, and OT network penetration.

DURATION

40 hours (5 Days)
LEVEL

Advanced
FORMAT

Instructor-Led

-  Globally Recognized Certification -  Expert-Led Hands-On Training -  Flexible Scheduling
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COURSE OVERVIEW

Rigorous advanced penetration testing certification pushing candidates to conduct multi-disciplinary pentesting across IoT, 

OT, cloud, web apps, and binary exploitation.

Duration 40 hours (5 Days)

Level Advanced

Vendor EC-Council

Exam Code CPENT

COURSE CURRICULUM

01 Penetration Testing Scoping & Engagement

-  Scope Definition

-  Rules of Engagement

-  Legal Authorizations

02 Open Source Intelligence (OSINT)

-  Advanced Reconnaissance

-  Corporate Profiling

03 Social Engineering Penetration Testing

-  Phishing Campaigns

-  Physical Breach Simulations

04 Network Penetration Testing

-  Double Pivoting

-  Bypassing Filtered Networks

05 Web Application Penetration Testing

-  Advanced Web Exploits

-  API Vulnerabilities

06 Wireless Penetration Testing

-  Enterprise Wi-Fi Attacks

-  Bluetooth Pentesting

07 IoT Penetration Testing

-  Hardware Hacking

-  Firmware Analysis

08 OT/SCADA Penetration Testing

-  Industrial Control Protocols

-  Modbus & DNP3 Attacks

09 Binary Analysis, Exploitation, and Privilege Escalation

-  Buffer Overflows
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-  Writing Custom Exploits

FREQUENTLY ASKED QUESTIONS

Q:  What is the duration of the CPENT course?

CPENT is a 40-hour hands-on advanced pentesting course delivered over 5 days.

ABOUT COMPUTER PRIDE

East Africa's Premier IT Training Center

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading 
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors 
have empowered thousands of professionals across East Africa.

15+
Years of Excellence

10,000+
Professionals Trained

50+
Vendor Certifications

READY TO ENROL?
Take the next step in your technology career.

Location

1st Flr, ICEA Building
Kenyatta Ave, Nairobi

Email

info@computer-pride.co.ke

Phone

+254 705 900 900
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