FORTINET TRAINING

FortiOS Administrator

In this course, you will learn how to use the most common FortiGate features.

DURATION LEVEL FORMAT

24 Hours Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

FortiOS Administrator

In this course, you will learn how to use the most common FortiGate features.

In interactive labs, you will explore firewall policies, user authentication, high availability, logging and monitoring, site-to-site
IPsec VPN, FortiGate in Cloud, FortiSASE, and how to protect your network using security profiles, such as IPS, antivirus,
web filtering, application control, and more. These administration fundamentals will provide you with a solid understanding

of how to implement the most common FortiGate features.

Duration 24 Hours
Level Intermediate
Vendor Fortinet

WHO IS THIS FOR?

e Networking and security professionals involved in the
management, configuration, administration, and monitoring
of FortiGate devices used to secure their organizations'
networks should attend this course.

¢ You should have a thorough understanding of all the topics
covered in the FortiGate Operator course before attending
the FortiOS Administrator course.

I COURSE CURRICULUM

01 Module 1: System and Network Settings
- System and Network Settings

02 Module 2: Logging and Monitoring
- Logging and Monitoring

03 Module 3: Firewall Policies and NAT

- Firewall Policies and NAT

04 Module 4: Routing
- Routing

05 Module 5: Firewall Authentication

- Firewall Authentication

06 Module 6: Fortinet Single Sign-On (FSSO)
- Fortinet Single Sign-On (FSSO)

07 Module 7: Certificate Operations

- Certificate Operations

08 Module 8: Antivirus

- Antivirus
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PREREQUISITES

e Knowledge of network protocols
e Basic understanding of firewall concepts
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09 Module 9: Web Filtering
- Web Filtering

10 Module 10: Intrusion Prevention and Application Control

- Intrusion Prevention and Application Control

11 Module 11: IPsec VPN
- IPsec VPN

12 Module 12: SD-WAN Configuration and Monitoring
- SD-WAN Configuration and Monitoring

13 Module 13: High Availability
- High Availability

14 Module 14: Diagnostics and Troubleshooting

- Diagnostics and Troubleshooting

15 Module 15: FortiGate in the Cloud
- FortiGate in the Cloud

16 Module 16: FortiSASE
- FortiSASE

I FREQUENTLY ASKED QUESTIONS

Q: What is the total duration and format of the FortiOS Administrator course?

The course estimated duration is 24 Hours (24 hours of lecture and hands-on lab time), available in instructor-led and self-
paced online formats.

Q: Which Fortinet certification track does FortiOS Administrator belong to?

This course is part of the Fortinet NSE 4 certification path under the Intermediate track.

Q: What product version is covered in this class?

The training and interactive lab environment cover FortiOS 7.6.0.

I ABOUT COMPUTER PRIDE

< .0'.' East Africa's Premier IT Training Center
computerpride

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors
have empowered thousands of professionals across East Africa.
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15+ 10,000+ 50+

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.

1st FIr, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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