MICROSOFT TRAINING

Governance Arms Risk
Management Course

Learn to implement effective governance, risk, and compliance (GRC) strategies. Master
frameworks for organizational security and regulatory adherence.

DURATION LEVEL FORMAT
48 hours Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

The Microsoft Governance, Risk, and Compliance (GRC) Course is an intermediate-level, 48-hour intensive program
designed for IT professionals seeking to master the principles and practices of GRC within the expansive Microsoft
ecosystem. This course delves deep into how organizations can leverage Microsoft's robust suite of tools, including
Microsoft 365 Compliance Center, Microsoft Purview, Azure Security, and Defender for Cloud, to proactively manage risks,
ensure regulatory adherence, and establish strong governance frameworks. Participants will gain practical expertise in
implementing data loss prevention, information protection, eDiscovery, and robust audit capabilities, all critical for
maintaining a secure and compliant operational environment. This specialized training empowers you to navigate the
complexities of modern regulatory landscapes, mitigate potential threats, and safeguard sensitive organizational data. By
the end of this course, you will be equipped to design, implement, and manage a comprehensive GRC strategy tailored to
Microsoft cloud services, enhancing both your organization's security posture and your professional value. The skills
acquired are directly applicable to real-world scenarios, making you an invaluable asset in any organization striving for
excellence in IT governance and risk management.

Duration 48 hours
Level Intermediate
Vendor Microsoft

I COURSE CURRICULUM

01 Module 1: Introduction to GRC and Microsoft's GRC Framework

- Fundamentals of Governance, Risk, and Compliance (GRC)

- Understanding Regulatory Landscape (GDPR, ISO 27001, PCI DSS, HIPAA)
- Microsoft's Shared Responsibility Model in the Cloud

- Overview of Microsoft 365 Compliance Center and Azure GRC Capabilities

- GRC Principles for Cloud Environments

02 Module 2: Data Governance and Information Protection with Microsoft Purview

- Implementing Data Loss Prevention (DLP) Policies

- Azure Information Protection (AIP) and Sensitivity Labels

- Information Governance with Retention Policies and Labels

- Introduction to Microsoft Purview Data Map and Data Catalog
- Understanding Data Lifecycle Management

03 Module 3: Risk Management and Security Operations

- Identifying and Assessing Risks in Microsoft Environments
- Leveraging Microsoft Defender for Cloud for Risk Mitigation
- Threat and Vulnerability Management Best Practices

- Implementing Adaptive Protection and Conditional Access

- Security Baselines and Configuration Management

04 Module 4: Compliance Management and Auditing

- Utilizing Compliance Manager for Assessments and Scores
- Responding to Regulatory Requirements with eDiscovery

- Advanced Auditing with Microsoft 365 Audit Log Search

- Internal and External Compliance Reporting

- Data Subject Request (DSR) Management
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05 Module 5: Incident Response and Continuous Improvement

- Developing an Incident Response Plan for Microsoft Cloud Incidents

- Leveraging Microsoft Sentinel for Security Information and Event Management (SIEM)
- Automating GRC Workflows with Power Automate

- Continuous Monitoring and GRC Program Maturity

- Best Practices for Sustaining a GRC Program

I CAREER PATHWAYS

Graduates of this program are prepared for the following roles:

> Microsoft 365 Compliance Administrator
> |T Governance, Risk & Compliance (GRC) Analyst

> Information Security Auditor (focused on Microsoft Cloud)

I FREQUENTLY ASKED QUESTIONS

Q: What level of prior experience with Microsoft cloud services is recommended for optimal success in
this GRC course?

This intermediate-level course assumes participants have a foundational understanding of Microsoft 365 and Azure

services. While extensive prior GRC experience isn't strictly required, familiarity with basic administration of Microsoft 365
tenants and a conceptual grasp of cloud security principles will significantly enhance your learning experience and ability

to apply the advanced GRC concepts taught.

Q: Will this course provide practical, hands-on experience with key Microsoft GRC tools like Microsoft
Purview and Compliance Manager?

Absolutely. A core component of this 48-hour course is extensive practical lab work. You will engage directly with Microsoft

Purview to set up data governance policies, configure Data Loss Prevention (DLP), utilize Compliance Manager for

assessing compliance posture, and practice eDiscovery and auditing functions within a simulated Microsoft environment.

This hands-on approach ensures you gain actionable skills for real-world application.

Q: How does completing this Microsoft GRC course specifically prepare me for roles focused on
regulatory compliance in industries like finance or healthcare?

This course directly addresses the implementation of GRC controls using Microsoft technologies, which are widely
adopted in regulated industries. You will learn to map organizational requirements to specific Microsoft 365 and Azure
features to meet standards like GDPR, HIPAA, and ISO 27001. The skills gained in data protection, audit logging, and
compliance reporting are crucial for ensuring adherence to industry-specific regulations, making you highly qualified for
compliance-focused roles in these sectors.

I ABOUT COMPUTER PRIDE
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East Africa's Premier IT Training Center

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors

have empowered thousands of professionals across East Africa.

15+ 10,000+ 50+

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.

1st FIr, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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