LINUX TRAINING

Linux Security

Master securing Linux systems. Learn to implement robust security measures, protect data, and
harden your Linux environment against cyber threats.

DURATION LEVEL FORMAT
2 hours Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

This intermediate-level "Linux Security" course is meticulously designed to equip IT professionals and system
administrators with the essential knowledge and practical skills required to secure Linux-based systems effectively. You will
delve into the core principles of system hardening, access control, network defense, and advanced security mechanisms
specific to the Linux operating system. The curriculum covers a range of critical topics, from managing user permissions
and file system integrity to configuring robust firewalls and implementing mandatory access controls like SELinux and
AppArmor. Participants will also learn about auditing, logging, and basic incident response, ensuring a comprehensive
understanding of securing the Linux environment.

Mastering Linux security is an invaluable asset in today's threat landscape. By completing this course, you will not only
gain the confidence to protect critical data and infrastructure but also significantly enhance your professional value in roles
demanding stringent security expertise. The skills acquired will enable you to identify vulnerabilities, implement proactive
defense strategies, and maintain the integrity and availability of Linux servers and applications, directly contributing to
organizational security posture and compliance requirements. This specialized knowledge is crucial for anyone looking to
advance their career in cybersecurity, system administration, or DevOps.

Duration 2 hours
Level Intermediate
Vendor Linux

I COURSE CURRICULUM

01 Module 1: Linux Security Fundamentals and System Hardening

- Introduction to Linux Security Concepts and Threat Landscape
- Secure Installation Practices for Linux Distributions

- Boot Loader Security (GRUB) and BIOS/UEFI Hardening

- Managing User Accounts and Groups Securely

- Password Policies and Authentication Mechanisms (PAM)

02 Module 2: File System and Data Protection

- Understanding Linux File Permissions (rwx, SUID, SGID, Sticky Bit)
- Implementing Access Control Lists (ACLS)

- File Integrity Monitoring with AIDE and Tripwire

- Disk Encryption Techniques (LUKS) and Secure Storage

- Securing Temporary Files and Swap Space

03 Module 3: Network Security and Service Hardening

- Configuring Linux Firewalls (iptables, nftables, firewalld)

- SSH Hardening Best Practices (key-based authentication, disabling root login)
- Securing Network Services (Apache, Nginx, FTP, DNS)

- Network Scanning Basics for Vulnerability Assessment (Nmap)

- TCP Wrapper Configuration

04 Module 4: Advanced Security Mechanisms

- Introduction to SELinux and AppArmor
- SELinux Modes and Policy Management
- AppArmor Profile Creation and Enforcement

www.computer-pride.co.ke 2/4



S

& Linux Security

computerpride

- Kernel Hardening via sysctl parameters
- Using seccomp for System Call Filtering

05 Module 5: Auditing, Logging, and Incident Response

- System Logging with rsyslog and journald

- Configuring and Analyzing the Linux Audit Framework (auditd)

- Introduction to Intrusion Detection Systems (IDS) on Linux

- Basic Incident Response Procedures on a Compromised Linux System
- Security Patching Strategies and Update Management

I CAREER PATHWAYS

Graduates of this program are prepared for the following roles:

> Linux Security Administrator
> Junior Cybersecurity Analyst (focused on endpoint security)

> DevOps Security Engineer

I FREQUENTLY ASKED QUESTIONS

Q: What specific hardening techniques will | learn to protect Linux servers from common cyber threats?

This course provides hands-on training in various hardening techniques, including configuring robust firewalls (iptables/
nftables), implementing strong SSH security measures, managing granular file system permissions (ACLSs), securing
network services like web servers, and applying mandatory access controls such as SELinux and AppArmor. You'll gain
practical skills to mitigate common vulnerabilities and establish a strong defense posture for your Linux systems.

Q: Is prior experience with Linux administration required before enrolling in this Intermediate-level
course?

Yes, as an Intermediate-level course, participants are expected to have a foundational understanding of Linux operating
systems, including command-line navigation, basic system administration tasks (like managing services, users, and files),
and networking fundamentals. While specific cybersecurity experience isn't required, familiarity with general IT concepts
will greatly benefit your learning experience.

Q: How does mastering Linux security enhance my career prospects in cloud computing or DevOps roles?

Proficiency in Linux security is highly valuable in cloud and DevOps environments, as Linux is the dominant OS for cloud
servers and containerized applications. This course will enable you to securely deploy and manage Linux-based
infrastructure in cloud platforms, integrate security best practices into CI/CD pipelines, and contribute to building more

resilient and compliant cloud-native applications, making you a highly sought-after professional in these rapidly evolving
fields.

I ABOUT COMPUTER PRIDE
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East Africa's Premier IT Training Center

With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors

have empowered thousands of professionals across East Africa.

15+ 10,000+ 50+

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.

1st FIr, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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