
MICROSOFT  TRAINING

Microsoft Security Fundamentals 
M98367a Course
Master core Microsoft security concepts and prepare for exam 98-367. Learn to secure Windows 

Server and client environments.

DURATION

2 hours
LEVEL

Intermediate
FORMAT

Instructor-Led

-  Globally Recognized Certification -  Expert-Led Hands-On Training -  Flexible Scheduling

Computer Pride  |  1st Floor, ICEA Building, Kenyatta Avenue, Nairobi  |  www.computer-pride.co.ke

www.computer-pride.co.ke 1 / 4



COURSE OVERVIEW

This "Microsoft Security Fundamentals M98367a Course" at Computer Pride offers a comprehensive introduction to the 

foundational principles of security within the Microsoft ecosystem. Designed for IT professionals, developers, and business 

users seeking to understand core security concepts, this course delves into critical areas such as security principles, 

identity and access management, network security, and operations security. You'll gain a solid understanding of how 

Microsoft technologies contribute to a secure computing environment, covering topics relevant to both on-premises and 

cloud solutions, particularly within Azure and Microsoft 365 services. This course is an essential stepping stone for anyone 

looking to build a career in cybersecurity or enhance their current role with vital security knowledge.

Duration 2 hours

Level Intermediate

Vendor Microsoft

Exam Code 98-367

COURSE CURRICULUM

01 Module 1: Core Security Concepts

-  Introduction to Security Principles

-  Confidentiality, Integrity, Availability (CIA Triad)

-  Threats, Vulnerabilities, and Risks

-  Common Attack Vectors and Mitigation Strategies

-  Security Best Practices and Compliance Overview

02 Module 2: Identity and Access Management

-  Authentication vs. Authorization

-  Microsoft Azure Active Directory Fundamentals

-  Multi-Factor Authentication (MFA) Concepts

-  Role-Based Access Control (RBAC)

-  Password Management and Account Protection

03 Module 3: Network Security

-  Network Security Topologies and Concepts

-  Firewall and Network Segmentation

-  VPN and Secure Remote Access

-  Distributed Denial of Service (DDoS) Protection

-  Endpoint Security Basics

04 Module 4: Operations Security

-  Introduction to Security Operations

-  Understanding Security Information and Event Management (SIEM)

-  Data Protection and Encryption Basics

-  Backup and Disaster Recovery Principles

-  Physical Security Considerations

05 Module 5: Microsoft Security Services Overview

-  Azure Security Center / Microsoft Defender for Cloud Introduction
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-  Microsoft 365 Security Features (e.g., Exchange Online Protection)

-  Compliance and Governance Tools in Microsoft

-  Understanding Microsoft's Shared Responsibility Model

-  Introduction to Security Posture Management

CAREER PATHWAYS

Graduates of this program are prepared for the following roles:

>  Junior Cybersecurity Analyst (Microsoft Ecosystem)

>  Entry-Level Cloud Security Specialist

>  IT Support Engineer with Security Specialization

FREQUENTLY ASKED QUESTIONS

Q:  What are the prerequisites for enrolling in the Microsoft Security Fundamentals M98367a Course?

While there are no strict technical prerequisites, a basic understanding of computer networking concepts, operating 
systems (especially Windows), and general IT terminology will be highly beneficial. This course is designed to provide 
foundational security knowledge, so prior deep security expertise is not required, making it ideal for IT professionals 
looking to specialize or cross-skill.

Q:  How does completing the M98367a course prepare me for further Microsoft security certifications, like 
SC-900 or AZ-500?

The M98367a course lays a crucial groundwork by introducing you to the core security concepts, identity management, 
network security, and operational security principles that are fundamental to all Microsoft security roles. It provides a 
strong conceptual foundation that directly aligns with and serves as a stepping stone for official certifications such as the 
SC-900 (Microsoft Security, Compliance, and Identity Fundamentals), and provides conceptual understanding that will aid 
in more advanced roles like those covered by AZ-500 (Azure Security Engineer Associate).

Q:  What practical, immediate skills will I gain from the Microsoft Security Fundamentals M98367a Course 
that I can apply in my role?

Upon completion, you will be able to articulate core security principles, identify common threats, and understand 
fundamental mitigation strategies. You'll gain practical knowledge of Microsoft's approach to identity and access 
management through Azure AD concepts, recognize key network security elements like firewalls and VPNs, and grasp 
basic data protection techniques. These skills are immediately applicable in roles requiring a foundational understanding 
of secure IT environments, helping you contribute to a more robust security posture within your organization.

ABOUT COMPUTER PRIDE

East Africa's Premier IT Training Center
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With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading 
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors 
have empowered thousands of professionals across East Africa.

15+
Years of Excellence

10,000+
Professionals Trained

50+
Vendor Certifications

READY TO ENROL?
Take the next step in your technology career.

Location

1st Flr, ICEA Building
Kenyatta Ave, Nairobi

Email

info@computer-pride.co.ke

Phone

+254 705 900 900

www.computer-pride.co.ke
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