MICROSOFT TRAINING

SC-5008: Configure and Govern
Entitlement with Microsoft Entra
1D

Master configuring and governing entitlements with Microsoft Entra ID. Gain expertise in identity

governance.
DURATION LEVEL FORMAT
2 hours Intermediate Instructor-Led

- Globally Recognized Certification - Expert-Led Hands-On Training - Flexible Scheduling
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I COURSE OVERVIEW

The SC-5008: Configure and Govern Entitlement with Microsoft Entra ID course is designed to equip IT professionals with
the essential skills to manage and automate access governance within modern cloud environments. In today's dynamic IT
landscape, controlling who has access to what resources and for how long is paramount for security and compliance. This
intermediate-level course dives deep into Microsoft Entra ID's (formerly Azure Active Directory) powerful entitlement
management capabilities, providing a robust framework for streamlining access requests, approvals, and reviews.

Over the intensive 2-hour duration, you will learn to configure and manage access packages, define granular request
policies, and implement recurring access reviews to ensure least privilege access. The curriculum also covers how to
onboard and manage external users from connected organizations, ensuring secure collaboration while maintaining
governance. By mastering these core technologies, you will significantly enhance your organization's security posture,
reduce operational overhead, and meet stringent compliance requirements by providing a clear audit trail of access
decisions. This course is ideal for administrators looking to elevate their identity and access management expertise.

Upon completion, participants will be proficient in establishing a comprehensive identity governance strategy, capable of
mitigating risks associated with excessive or stale access. The practical, hands-on approach ensures that learners can
immediately apply their knowledge to configure robust entitlement workflows, automating the entire access lifecycle from
request to revocation. This translates into tangible benefits for any enterprise, including improved data protection,
streamlined audits, and more efficient management of digital identities and their associated access rights.

Duration 2 hours
Level Intermediate
Vendor Microsoft
Exam Code SC-5008

I COURSE CURRICULUM

01 Module 1: Foundations of Entitlement Management in Microsoft Entra ID

- Understanding Identity Governance principles

- Overview of Microsoft Entra ID Entitlement Management

- Key concepts: Catalogues, Access Packages, Resources, Roles, Policies
- Prerequisites and initial setup for Entittement Management

02 Module 2: Implementing Access Packages and Policies

- Creating and configuring Access Packages

- Defining resource roles for access packages (groups, applications, SharePoint sites)
- Configuring request and approval policies, including multi-stage approvals

- Managing assignments and user requests for access

03 Module 3: Automating Access Reviews for Compliance

- Designing and scheduling access reviews for groups and applications
- Reviewing user access and enforcing review outcomes

- Understanding access review reports and actionable insights

- Integrating access reviews into a broader compliance strategy
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04 Module 4: Integrating External Collaboration and Lifecycle Management

- Managing access for external users from connected organizations (B2B Collaboration)
- Setting up sponsor approvals for external users and their access

- Configuring access package lifecycle settings (expiration, re-requests, deprovisioning)
- Strategies for efficient access removal and user lifecycle management

I CAREER PATHWAYS

Graduates of this program are prepared for the following roles:

> Microsoft Entra ID Identity Governance Administrator
> Cloud Security Engineer (with a focus on Access Control)

> Compliance and Security Analyst (specializing in Access Reviews)

I FREQUENTLY ASKED QUESTIONS

Q: What specific types of access requests can | manage and automate after completing the SC-5008
course?

Upon completing the SC-5008 course, you will be proficient in managing and automating access requests for a wide
range of resources including security groups, Microsoft 365 Groups, applications integrated with Microsoft Entra ID, and
SharePoint Online sites. You'll learn to set up policy-driven approvals for these resources, streamline onboarding for new
employees or external partners, and automate access revocation based on predefined timelines or user role changes.

Q: Is knowledge of PowerShell or scripting required to effectively configure and govern entitlements using
the methods taught in this course?

The SC-5008 course primarily focuses on configuring and governing entittement management through the Microsoft Entra
admin center's graphical user interface (GUI). While Microsoft Entra ID does offer extensive PowerShell capabilities, this
course emphasizes a practical, GUI-driven approach to ensure accessibility and immediate applicability for administrators.
No prior scripting knowledge is required, though understanding the underlying concepts can always be beneficial.

Q: How does the SC-5008 course prepare me for compliance audits related to user access and
entitlements within Microsoft Entra ID?

The SC-5008 course directly addresses compliance needs by teaching you how to implement robust access reviews and
leverage audit logs. You will learn to schedule periodic reviews of user access to critical resources, document review
decisions, and enforce outcomes, thereby demonstrating adherence to regulatory requirements. The skills gained will
enable you to generate comprehensive reports on access assignments and changes, providing clear evidence for internal
and external auditors regarding your organization's identity governance practices.

I ABOUT COMPUTER PRIDE

East Africa's Premier IT Training Center
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With over 15 years of excellence, Computer Pride delivers globally recognized certification programs from leading
technology vendors. Located on Kenyatta Avenue in Nairobi's CBD, our state-of-the-art facilities and expert instructors

have empowered thousands of professionals across East Africa.

15+ 10,000+ 50+

Years of Excellence Professionals Trained Vendor Certifications

READY TO ENROL?

Take the next step in your technology career.

1st FIr, ICEA Building info@computer-pride.co.ke +254 705 900 900
Kenyatta Ave, Nairobi
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